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USING THE FINANCIAL SYSTEM
TO ENFORCE EXPORT CONTROLS
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1 Exportontrols a rewfrontierin €onomistatecraft

Export controls played an important role in the Cold War when Western allies


https://www.armscontrol.org/factsheets/wassenaar




Moreovewergue that Western rms producing sanctionesedy@bds should face greater
obligations to monitor and restrict their distribution metwdeks ensure compliance with export

restrictions.
2 The Russiase:challenges ofx@ortcontrolimplementation

Given the complexity of thefpestuary 2022 export controls regintbedadk of experience,


https://www.wcoomd.org/en/topics/nomenclature/overview/what-is-the-harmonized-system.aspx
https://www.bis.doc.gov/index.php/all-articles/13-policy-guidance/country-guidance/2172-russia-export-controls-list-of-common-high-priority-items
https://www.bis.doc.gov/index.php/all-articles/13-policy-guidance/country-guidance/2172-russia-export-controls-list-of-common-high-priority-items

Figure 1: Russian imports of battle eld g&autdlion

Source: KSE Institute

Russi@anthusacquire critical inputs that its ecoanthynilitary industgquire by using
producers in China and other countries that have stepped in and replaced suppliers from coalition


https://sanctions.nazk.gov.ua/en/military-components/

Republie whose trade with Russia is not fully re ected in the data underlyifgy Exqpods 1
from the coalition, in particular the EU, to these three coGeinigsaainave risen sharply,
coinciding with the imposition of export controls on Russid’(Figure 4)

Figure 2: Flows of battle eld gomdRussia in 2023



Figure 4Exports to Armenia, Georgia, Kazakhstan and the Kyrgyz Repuldic, $ million

Sourcenternational dietary ind. Notes: Othealdion Aistralia, &hada, JapaNewealand, Nway,Sngapore,


https://www.ft.com/content/b54201be-f307-4171-bb99-b356537b1898
https://www.hsgac.senate.gov/subcommittees/investigations/hearings/the-u-s-technology-fueling-russias-war-in-ukraine-how-and-why/
https://www.hsgac.senate.gov/subcommittees/investigations/hearings/the-u-s-technology-fueling-russias-war-in-ukraine-how-and-why/

Figures: Russian imports of battle glibdsn 2023 by producer, $ mifion

Source: KSE Institute

E ective enforcement of export restrictions cadoondbighout the private sector doing its part



3 The nanciabystem srole in improvinggortcontrols

To improve implementation and enforcement of the export controls regime, agdinst Russia
safeguarthe credibility of technology sanctions, we propose to leverage the nancial system’s critica
role in international tradetardtaw oits considerable experience with due diligence e orts related

to nancial transactions.

First nancial institutions could be tasked to play elaaythemonitoring dfadein export

controlled goods amdmpedngillicit transaction€Export controls enforcement faces similar
challenges to antoney laundering and countering nancing of téAllis@FT): complex chains

of custody, opaque ownership structures, frequent institutional changes, refiaiute on less
jurisdictions for the gt of circumvention scheraed often highly fungible g&dBlsecause of

the regulatory framework that has been estabikstiad past two decadeksese areasancial

institutions have already Ihdtinternal compliance architecture to detect such.§¥¢hiéenes

some modi cations to the legal framework and internal procedures majoteppey@resting

AMLCFT regulatidoghe sanctions sphdsnks fundamentallyave access to much of the

information needed to trace theitragoricontrolled goodsand the experience and resources to

use it. We explain below in more detail how this can be done but, intuitively, the continued dominan
of banks from coalition countries within the global nancial system should enable them to trace the
corresponding nancial transactions to many physicaltstopergocontrolled goods.

Secongdnon nancial companiesnlearnfrom bank® orts in the AMCFBpherdo implement
propedue diligence proceduagsl ensure


https://www.ft.com/content/5ecbc9f0-ee9e-46db-8a67-91f2fdf985d3
https://www.ft.com/content/5ecbc9f0-ee9e-46db-8a67-91f2fdf985d3






https://www.washingtonpost.com/world/national-security/billion-dollar-sanctions-busting-scheme-aided-iran-documents-show/2018/04/03/37be988a-3356-11e8-94fa-32d48460b955_story.html
https://www.washingtonpost.com/world/national-security/billion-dollar-sanctions-busting-scheme-aided-iran-documents-show/2018/04/03/37be988a-3356-11e8-94fa-32d48460b955_story.html
https://www.justice.gov/opa/pr/barclays-bank-plc-agrees-forfeit-298-million-connection-violations-international-emergency
https://www.justice.gov/opa/pr/barclays-bank-plc-agrees-forfeit-298-million-connection-violations-international-emergency
https://www.justice.gov/opa/pr/turkish-bank-charged-manhattan-federal-court-its-participation-multibillion-dollar-iranian
https://www.justice.gov/opa/pr/turkish-bank-charged-manhattan-federal-court-its-participation-multibillion-dollar-iranian
https://www.finance.senate.gov/ranking-members-news/wyden-launches-investigation-into-halkbank-scandal
https://www.supremecourt.gov/opinions/22pdf/21-1450_5468.pdf

businessactivities of counterparfigss is exactly what is needed fordvahkennancial
companieas they undertake the kind of due diligence that we pnopasiesCorts haved go
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https://www.fatf-gafi.org/en/publications/Fatfgeneral/fatf-statement-russian-federation.html
https://www.fatf-gafi.org/en/publications/Fatfgeneral/fatf-statement-russian-federation.html
https://www.fatf-gafi.org/en/countries/black-and-grey-lists.html
https://tass.ru/ekonomika/17550173
https://www.aljazeera.com/news/2023/2/8/whats-behind-iran-and-russias-efforts-to-link-banking-systems
https://www.aljazeera.com/news/2023/2/8/whats-behind-iran-and-russias-efforts-to-link-banking-systems
https://documents.un.org/doc/undoc/gen/n21/034/37/pdf/n2103437.pdf?token=pju9bfVoOirmipjfXK&fe=true
https://data.consilium.europa.eu/doc/document/ST-8519-2018-INIT/en/pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32015L0849

is not the case for sanctions legislation. It provides guidance on identifying trust ownership and allo
EU countri¢s set even lower threshifddthe purpose of identifying ownership.

3.1.3Expandingccess tariticalinformation faexportcontrolsenforcement

When it comes to thecspassue of export controls enforcement, alrabgoge is that banks

may not have the information needed to screen for potentially probléfiatiakiealtscial

institutions have set up their compliance systems to identify counterparties that may,be problematic
while export controls implementation requitegspeti c illicit transactiohs some cases,

bankanayhave access to this information, in other cases, they do not at this point.Heéoe instance, t

is an important distinatbetween an involvement in trade nance ‘amdpiéexecution of

crossborder transactions. In the case of the former, trade nance agreements contain a wealth of
information, including on entities and the speci ¢ goodshatksviogletermine if export

controlled items are traded and/or red ags appear for any of the entities involved. In the case of the
latter, banks do not have inforneattithre speci ¢ goods that are part of a transaction. They can only
doa basic screening of the transfer’s recipient.

Changes to the legal framework are needed to put nancial institutions in a position to properly play
role that we are proposing. Mandatory disslosededf informatiaoncrossborder
transactiongcludingvhen executed via the SWIFT (Society for Worldwide Financial
Telecommunications) nancial messaging system. For instance, a description of goods and/or servi
is currently optional in the case of letters of credit in trade. This is a signyec&ot lchaks:

While they have the legal right to request additional information from the parties involved in a
transaction, the inability to determine whether goods -@engied makes it di cult to

determine in which cases this should b&n@methe large number of-bmsger transfers that

banks carry out daily, this is a major practical limitation. A related issue is that export controls, insof
as they are based on dsalgoods Isthave only recently begun to include speci ¢ niradecal
codegHarmorsedSystem or HS codesyveH-a critical step émabldetter implementation.

3.1.4Providinglearguidance and owing towashrisk-basedsystem

Thecurrentnancial sanctions regime is far frommsis#t approach. Financial institutions face

such a wide range of regulatory requirerffntemtsAML/CFT to sanctitiveg they are often not

able to properly priegitasks. Instead, this leads to the ful thésrimal legal requirements

without too much consideration given to national security considerations. Ultimately, this is the resu
of a lack of coordination between government agencies engaged in sanctions enforcement (eg OF/
and FinEN and nancial industry supervisors. For banks to be able to help enforce export controls,
they have to be provided with speci ¢ guidance that not only clearly outlines regulatory requirement
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a problem in terms of the cost of compliance, they can actually signi cantly reduce the overall
e ectiveness of thedustry’s involvement in AML, CFT and sanctions implementation.

Clear guidance is particularly important when it comeand sredilisized institutions, which

do not have the same resources for compliance e orts but actually play a major role with regard to
trade nance. To enable them to implement exporaatddilsediligence procedures, it is

necessary to do more than simply de ne additional regulatory requirements. Instead, authorities net
to work with the industry, including tradeairgasio develop systethatwork for di erent

playersn the nancial sectiyom global banks to smaller institutions. Again, the focus has to be on
creating an e ective system that delivers results rather than simply increasing the regulatory burden
Ultimately, leveragthgroleof banks improve export controls enforcement will require

government agencies and the private sector to cooperate closely.

3.2Empowering tlwerporatesectorbyapplyingessons from theanciabystem

The involvement ofumancial companiesasiciafor better implementation and enforcement of
sanctions and export controls. Companies from sanctioning countries continue to account for a
substantial share of the pigbrity battle eld items that reach Rud€ipercenin value terms in

2023. As these goodsoasrwhelmingly manufactured in third countpescg@jtand shipped to

Russia from there (#8cent thus, likelyever physically pasgthrough coalition jurisdictions,
compliance e orts must statth Whesellerghat are incorporated in sanctioning countries. After the

initial sales, it becomes increasingly challenging, if not impossible, to monitor supply chains and to
impede transactions. In practice, this means that companies need to implement procedures to iden

13





https://www.consilium.europa.eu/en/press/press-releases/2023/12/12/council-and-parliament-reach-political-agreement-to-criminalise-violation-of-eu-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2023/12/12/council-and-parliament-reach-political-agreement-to-criminalise-violation-of-eu-sanctions/

reexport to Russ@duses in their contratteslearly de nes the due diligence redrorad=y
basedompaniem their dealings with expontrolled goods aifdoroperly implemented, can also
have &igni cantdeterrent e ect on n&tJ entiti€s
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https://finance.ec.europa.eu/document/download/7f54341b-2bf1-4142-b5d4-b1b09c93d03e_en?filename=faqs-sanctions-russia-no-re-export_en.pdf
https://finance.ec.europa.eu/document/download/7f54341b-2bf1-4142-b5d4-b1b09c93d03e_en?filename=faqs-sanctions-russia-no-re-export_en.pdf
https://www.state.gov/russia-business-advisory/
https://www.gov.uk/government/news/new-unit-to-crack-down-on-firms-dodging-russian-sanctions
https://www.gov.uk/government/news/new-unit-to-crack-down-on-firms-dodging-russian-sanctions






https://kse.ua/wp-content/uploads/2024/01/Challenges-of-Export-Controls-Enforcement.pdf
https://kse.ua/wp-content/uploads/2024/01/Challenges-of-Export-Controls-Enforcement.pdf
https://images.transparencycdn.org/images/2021-Report-Access-denied-Availability-and-accessibility-of-beneficial-ownership-data-in-the-European-Union.pdf
https://images.transparencycdn.org/images/2021-Report-Access-denied-Availability-and-accessibility-of-beneficial-ownership-data-in-the-European-Union.pdf
https://www.chathamhouse.org/2021/12/uks-kleptocracy-problem
https://dgap.org/en/research/publications/toughening-financial-sanctions-russia
https://dgap.org/en/research/publications/toughening-financial-sanctions-russia

Annex JAML/CH&gulations in maj@rrisdictions antainweaknesses
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31991L0308
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32001L0097
https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32001L0097
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32005L0060
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32015L0849
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018L0843
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32018L0843

national authorities verify the accuracy and completeness of informatioorsobnoitted it is
updated, requiring also probahblpgrade in pukdiEctor monitoring.

In addition, there are loopholes regarding the recording of companies active in the EU but domicilec
elsewhere. While in thelid8osure for all companies active in the US is obligatory, EU requirements
only apply to entities that are incorporated in a member state. Similarly, in the trust register, membe
states need to record trusts from third countries but only if theyhhawal lestate or started a

new business activity in the EUMBrod 2020, and the real estate registry only covers legal rather
than bene cial ownership and there is currently no uni ed registry or proposal to establish one.
Finally, member statemnkaccount registries do not record other nancial assets such as securities

or crypto curreneyd no interconnection on the EU level has been implemented. Stricter
requirements on the recording of companies active in the EU appears necessary aotd warranted —
only as regards export controls but also when it comes to geoeconomic risks from third countries.

Recogsing these weaknesses, the European Commission, in 2021, presented a new package of
proposals to harmonize AML/CFT rules across the union with a focus on better information exchan:
and to establish a new EU authority to address money*faimiitghingf enforcement challenges

related to Russia sanctions, it is critical that these proposals are advanced quickly. In particular,
bene cial ownership registries play an indispensable practical role in the enforceméht of sanctions

United State®nlJanuary 2021, the US Congress passed the Corporate Transparency Act (CTA), pe
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request bene cial ownership information with the customer’s pemonission implement

FINCEN's 2016 customeddigence rule and to comply with “any legal requirement or prohibition
designed to counter money laundering or the nancing of terrorism, or to safeguard the national
security of the United States, to comply with which it is reasonably necessary for a nancial institutic
to obtain oevify bene cial ownership information of a legal entity ctistomer”

United Kingdofirhe most pressing issue in the UK context is corporate traiaspatbdiye

lackof it -in British Overseas Territories and Crown Dependencies. Tiseli#ahdddtadal

agreements with these jurisdictions on the sharing of bene cial ownership information since 2017. i
addition, the Sanctions and Anti Maueglering Act 2018 required public registers to be

establisheth Overseas Territories by 31 December 2020, but the deadline was later postponed to th
end of 2023. Siarly, Crown Dependencies were to launch such registers at the same time. This,
however, did not fully materfdliBer the time being, bene cial ownership information from British

20



response to Russia’sstdlle invasion of Ukraine, it also introduced legislation establishing a register
of overseas entities owning UK property, and the register was/Aogust&d22.
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